CCProxy

Proxy Server for
Win98/NT/2000/XP/2003/Vista/Win7/2008

www. youngzsoft.net

User Manual

yowng

2013.06



CCProxy — Proxy Server Software for Windows http://www.youngzsoft.net/ccproxy/

A~ ODN -~

1 Content

(@] | (= o 1 SR 1
1] (Yo 18 o3 1] o IS 3
MaIN FEATUIES..... ..ottt e et e e e e e e ennee e e e eneeas 4
1 TS] e= 1 =1 (T o TP 5
4.1 Step 1 - LAN networks configuration ...........cccoooeiiiiiiii e 5
4.2 Step 2 - Internet CoNNECHION..........coiiiiiiii e 6
4.3 Step 3 - Install CCProxy software at server..........cccoocooiiiiiiiiiiii e 7
4.4 Step 4 - Configure IE browser proxy settings at clients............cccccooiiiieis 7
Client Proxy Configuration...............ooii i 8
5.1 [E (INternet EXPIOIEr).....coo ettt e 8
5.2 eI OX e 10
5.3 OUHIOOK EXPIESS.....neeieiee ettt e e e e e e e e e e eneeeeeas 11
54 Outlook Express for Gmail...........ooocuiiiiiiiie e 12
5.5 OffiCe OULIOOK ..o 21
5.6 Outlook Express for News (NNTP)....coooiiiiiiie e 22
5.7 LOTT | (=Y I TS 22
5.8 CULEFED Pro. .. e 23
59 1 USSP 23
5.10 MSN MESSENQET ..ottt e e e e e nee e e e 23
5.1 Voice/video chat SOftware ... 23
512 NEtMEELING ......eee et 23
5.13 REAI PIAYET ...t 23
5.14 Windows Media Player ... 25
5.15 NetTerm for BBS telnet ... ..o 28
5.16 Java application for Game/Chat room ..o, 28
5.17 Norton AntiVirus for live update ..o, 29
5.18 AVG UPAALE ...ttt 29
5.19 Windows XP update.........cooouiiiiiiie e 29
5.20 RemMOote DESKIOP .. .ueeiiiiiiee e 30
5.21 Other SOftWArE.......ceeeee e e 34
AccoUNt ManNagEeMENT..........ooii it e e e 35
6.1 ACCOUNT MANAGET ... ittt e e e e e e e e neeas 35
6.2 Create NeW ACCOUNT .........oiiiii e 39
6.3 WED FiltEI ...t 42
6.4 TIME SChEAUIE ... 43
6.5 AUt Disable at..........oeiii 43
6.6 Limit Multiple Login with Username...........ccoociiiiiiii i 44
MaiN INTEITACE ... .t ee e 48
71 TOOIDAI ZONE ...t 48
7.2 Online Information ZoNe ............coiiiiiiiii e 48



CCProxy — Proxy Server Software for Windows http://www.youngzsoft.net/ccproxy/

10

11
12

7.3 [ (oTo [UTe1 3l e o [o 174 ] s 1= TSR 48
7.4 System Information Zone............c.cooiiiii i 48
Options-BasiC SEttiNgS ....cocoiiiiii e e 49
8.1 o () A S T= A (o SRR 49
8.2 ProtoCol POMS. ... e 50
8.3 AULO DEEECT ... e 51
PaNe \VZ= T [o7=To @] o) o] =300 SRR 52
9.1 = | U o =T [ SRR 52
9.2 (0= Tor o 1T = o = SRR SUPERTTR 53
9.3 CasCading Page........couai i 60
9.4 (oo T =T T SRR 62
9.5 Y= T =T TSRS 66
9.6 NEtWOIKS Page......eeiiiiiiiiiie et 68
9.7 Others Page ... ..ooi oot 71

VT a1 (o] =T aTe I o T USSR 74
101 I o USRS 74
10.2 o010 o | OSSR 75
10.3 P e e et e e e et e e e e nee e e e enae e e e eneeas 76
104 FIOW SHatS. ...t 77
10.5 (@] 7Y o TN 1o o =3RS SUPERR 78
10.6 Other Related FUNCHONS ..........oiiiii e 81

CCProxy OnliNg MORNILOF .........eeiiieiiiei et e e e 83

(O] o1 7= T (SR 84



CCProxy — Proxy Server Software for Windows http://www.youngzsoft.net/ccproxy/

2 Introduction

Proxy Server CCProxy is easy-to-use and powerful Internet connection sharing software.
Supporting broadband, DSL, dial-up, optical fiber, satellite, ISDN and DDN connections, it
helps you build your own proxy server and share Internet access within the LAN efficiently
and easily. CC Proxy Server can act as HTTP, mail, FTP, SOCKS, news and telnet proxy
server. And it features powerful account management functions, including Internet access
control, bandwidth control, Internet web filtering, content filtering and time control. It also
provides web caching, online access monitoring, access logging and bandwidth usage
statistics functions. CC Proxy is compatible with Win98, WinME, WinNT, Win2000, WinXP,
Win2003, Vista, Win7 and Win2008.
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3 Main Features

Modem, Cable Modem, ISDN, ADSL, Satellite, DDN and so on are supported.

HTTP, FTP, Gopher, SOCKS4/5, Telnet, Secure (HTTPS), News (NNTP), RTSP and
MMS proxy are supported.

Port Mapping is supported.

Web cache can enhance browsing speed. The size and refresh time of the cache can
be easily changed.

Bandwidth control flexibly manages the traffic usage of clients.

Time schedule can easily control the clients' on-line time

Web filter can ban the specified web sites or content. It can also name specific web
sites for browsing.

URL filtering prevents users from downloading files with designated extensions via IE.
There are seven types of account authentication: IP address, IP range, MAC address,
User Name/Password, IP + User Name/Password, MAC + User Name/Password and
IP + MAC.

Parent proxy function enables CCProxy to access the Internet via another proxy.
Dial-On-Demand, remote dial up and auto disconnect are supported.

Access Logging can keep a full record of the Internet access log.

It enables IE and Netscape to access the Internet through HTTP/Secure/FTP
(Web)/Gopher.

SOCKS5 proxy support allows use of ICQ, MSN Messenger, Yahoo Messenger,
CuteFTP, CuteFTP Pro and WS-FTP.

Mail proxy supports Outlook, Eudora etc.

Supports NetTerm accessing the Internet via Telnet proxy.

Supports Outlook connecting to the News server via News proxy.

Support SOCKS5 and web authentication.

Support for Real Player RTSP proxy and Media Player MMS proxy.

Built-in DNS can resolve domain names.
Win98/WinMe/WinNT/Win2000/WinXP/Win2003/Vista/Win7/Win2008 compatible.
Bandwidth usage statistics.
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4 Installation

4.1 Step 1 - LAN networks configuration

Normally, the clients and server are connected with A Hub, Wireless Hub, Switch or
Router. The network protocol between the server and clients is TCP/IP. Therefore both the
server and the clients have an IP address. The server IP address is static and fixed. The
clients IP address can be fixed or dynamic which is obtained through DHCP. CCProxy
only requires that the clients can ping through the server IP address. We know that the
server may have multiple IP addresses, but must have one that is used to connect with
other LAN clients. The IP address that is used to connect with the other LAN client is
called the proxy server address. We generally assumed this to be 192.168.0.1.

If the clients and server have not yet been setup to have a connection, we recommend
allocate IP addresses like this at below:

IP ADDRESS |MASK GATEWAY |DNS

Server 192.168.0.1 255.255.255.0 | empty empty

Client1 192.168.0.2 255.255.255.0 | 192.168.0.1 | 192.168.0.1

Client2 192.168.0.3 255.255.255.0 [ 192.168.0.1 | 192.168.0.1

Client99 |[192.168.0.100 |255.255.255.0 | 192.168.0.1 |192.168.0.1

How to detect whether ping requests are transferring through between the clients and
server? At the client, in the "start" menu -> "run" -> "cmd", assuming that the server IP is
192.168.0.1, in the command line, to type "ping 192.168.0.1" then press return. If the
result is similar to that at below, it means the client is connected to the server successfully.

PINGING 192.168.0.1 WITH 32 BYTES OF DATA:

REPLY FROM 192.168.0.1: BYTES=32 TIME=2MS TTL=150
REPLY FROM 192.168.0.1: BYTES=32 TIME=2MS TTL=150
REPLY FROM 192.168.0.1: BYTES=32 TIME=7MS TTL=150
REPLY FROM 192.168.0.1: BYTES=32 TIME=7MS TTL=150
PING STATISTICS FOR 192.168.0.1:

PACKETS: SENT =4, RECEIVED =4, LOST =0 (0% LOSS),
APPROXIMATE ROUND TRIP TIMES IN MILLI-SECONDS:
MINIMUM = 2MS, MAXIMUM = 7MS, AVERAGE = 4MS
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If the result is like that at below, it means the client cannot connect to the server.

PINGING 192.168.0.1 WITH 32 BYTES OF DATA:

REQUEST TIMED OUT.

REQUEST TIMED OUT.

REQUEST TIMED OUT.

REQUEST TIMED OUT.

PING STATISTICS FOR 192.168.0.1:

PACKETS: SENT =4, RECEIVED =0, LOST =4 (100% LOSS),

If the client cannot connect to the server, you need to check the IP address settings and
the connections to the Hub, Switch or Router on the clients and server.

4.2 Step 2 - Internet connection

We know that there are many ways of connecting to the Internet, which are for example,
ADSL, optical fiber, satellite, broadband etc. CCProxy is not concerned about the manner
in which the Internet connection is established, as long as the server is successful
connected to the Internet.

The simplest way to check the server can access the Internet is to input a web site
address into the browser and see if the machine is able to access the web pages.

Users frequently mentioned single and dual NIC. In fact, the CCProxy is not concerned
with hardware equipment. Both single and multi-NIC cards are supported and there are no
special settings.

Special mention is that if the clients have been able to share the Internet, such as through
the router, and hope to use the CCProxy to manage and control the clients' Internet
access. You might need to do some changes on your hardware.

For example:
CLIENTS ROUTER SERVER
I
Internet
or
CLIENTS -~ HUB (SWITCH) -- SERVER
I
Router --- Internet

In this case, the clients can access the Internet directly with the Routers bypass proxy
server. That's to say, CCProxy cannot control the clients. We need to isolate the client

6
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from Internet and force clients to access the Internet via the proxy server.

We have two methods to realize this.
Method 1:
Add one NIC card on the server and change the LAN networks as:

CLIENTS -- ROUTER -- SERVER -~ INTERNET

CLIENTS - HUB (Switch) - SERVER -- ROUTER --  INTERNET

Method 2:

Configure the NAT in the router and block all LAN IP address accessing NAT except the
server IP address. Only some advanced routers have this function. Please do this with the
router's administrator.

4.3 Step 3 - Install CCProxy software at server

Please download the latest version of CCProxy installation package from our site first.
Running the installation package at server will install CCProxy to C:\CCProxy by default.
Launch CCProxy and open the "options", the proxy server address is displayed in the
"Local LAN IP address". Please check whether it's the proxy server address or not. If not,
please uncheck "Auto Detect". Select the correct proxy server IP address from the
drop-down list and check the checkbox on the right side.

Now, CCProxy has been installed on the server with default settings, CCProxy will permit
all clients access Internet. If you want to manage the clients, please read "Account
Management".

If you get problem in launch CCProxy, please refer to "FAQs".

4.4 Step 4 - Configure IE browser proxy settings at

clients

At the clients machine, please open IE menu "Tools", go to "Internet Options" ->
"Connections" -> "LAN settings", select "proxy server", input the proxy server I[P address
in the "Address", 808 in the "Port". Select "local address bypass proxy". IE proxy setup is
finished and we can access websites via the proxy now.

For other network applications' proxy settings, please refer to "Client Proxy configuration”.
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5 Client Proxy Configuration

In this section, we will talk about the proxy settings of client software. CCProxy is proxy
server software. If the client wants to access the Internet via CCProxy, some proxy
settings need to be set up in the client software. Below we provide guides for proxy
settings for popular client software. Each guide is based on the assumption that the proxy
address is 192.168.0.1. If you know other client software's proxy settings, please email us.
We will publish them on our site for the benefit of other users.

5.1 IE (Internet Explorer)

Launch IE -> menu "Tools" -> "Internet Options" -> "Connections" -> "LAN settings" ->
choose "use a proxy server" -> "advanced" -> "servers" -> add" server address" to "HTTP",
"Secure", "FTP", "Gopher", Port is 808; add "server address" to "Socks", Port is 1080.

Internet Options

__General Securty | Privacy | Content | Connections _F'r-:ugrams .ﬁ.dvanced:__

=i Tosetup an Internet connection, click
E Setup, =

Dialup and Yitual Private Metwork, zettings

Add...

Choose Settings if wou need ta configure a prowy
server for a connection.

Local &rea Metwork [LAM] sethingz

LAMN Setkings do not apply to dial-up conneckions,
Choose Settings above for dial-up settings,

] 4 ] [ Cancel

Figure 5-1-1
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Local Area Network [LAN) Settings

Aukomatic configuration

Autamatic canfiguration may override manual setkings, To ensure the
use af manual setkings, disable automatic configuration.

[ ] automatically detect settings

|:| Ilse automatic configuration scripk

Proxy server

Ilse a progy server For wour LAR {These settings will not apply to
dial-up or YPM connections),

Address: |:| Part: | ||§,ﬁ,.;|van53.j,,,§|

[]Bypass proy server for local addresses

[ Ok ][ Cancel ]

Figure 5-1-2
Proxy Settings

SErvErS

[ Type Praosey address ko use Part

e

HTTP: | 192.168.0.1 e
Secure: | 192,165.0.1 e
ETP: | 192,168.0.1 | Eos |
Gopher: | 192,168.0.1 BEEN
Socks: | 192.168.0.1 | 1080 |

[ Juse the same proxy server For all protocols

Exceplions

i Do not use proxy: server For addresses beginning with:
e

o

Ilse semicolons § ;) to separate entries,

[ oK | [ Cancel

Figure 5-1-3
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5.2 Firefox

Click the menu "Tools" -> "Options", click the button “Advanced” and select the tab

“Network”.
Options
i'!-.:. _: 2 .-:'; ':.'_:
U S & @
rain Tabs Content  Applications  Privacy

%]

N 3"{3:??
‘..'..= .:.-‘ ::': Ly
Security  Advanced

| General | Metwark | Update Encryption |

- Conneckion

Configure how Firefox connects ko the Internet

Offline Storage

Ilse up ko | 50 : | ME of space for the cache

The Following websites have stored data for offline use;

Tell e when a website asks to store daka For offline use

| Settings... |

Clear Mow

Exceptions...

| o

J [ Zancel J [ Help

Figure 5-2-1

Click the button “Settings”, and fill the settings as below.

10
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Connection Settings §|

Configure Proxies to Access the Inkernek

() Mo praxy
() Auto-detect prasy settings For this network:
(%) Manual proxy configuration:

HTTP Proxyw: | 192.168.0.1 Port: g05

[ ] Use this proxy server For all protocals

S5L Procey: | 192.168.0.1 Part: g0s :
FTF Proxy: | 192.165.0.1 Part: a0s :
Gopher Proxy: | 192,165.0.1 Port: 505 o
SCZKS Host: | 192,165,001 Port: 1080 &

() SOCKS w4 (3) SOCKS v5

Mo Procey For: | localhost, 127.0.001
Example: .mozilla.org, .net.nz, 192.165.1.0/24
{:} Automatic proxy configuration LIRL;

I ook | [ Cancel ] [ Help

Figure 5-2-2

5.3 Outlook Express

Sl

Suppose email address is support@youngzsoft.net.
Mailbox account name: support

PaSSWOrd: ¥**#xkrri

SMTP address: smtp.youngzsoft.net

POP3 address: pop3.youngzsoft.net

Proxy server address: 192.168.0.1

Open Outlook Express, click the "Tools" menu, and select "Accounts".

Click “Add”, and then click “Mail ...”

Enter your name in the “Display name” field, and click “Next”.

Enter your full email address in the “Email address” field, and click “Next’. For
example, support@youngzsoft.net

Enter the proxy server address in the “Incoming mail (POP3, IMAP or HTTP) server”
field. For example, 192.168.0.1. Enter the proxy server address in the “Outgoing mail
(SMTP) server” field. For example, 192.168.0.1.

Click “Next”.

Enter “your email account name” + “#” + “your email POP3 server address” in the

11
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“Account name” field. For example, support#pop3.youngzsoft.net. Enter your email
password in the “Password” field, and click “Next”.

Click “Finish”.

Highlight 192.168.0.1 under “Account”, and click “Properties”.

Click the “Servers” tab, and check the box next to “My server requires authentication”.
Click “Settings”.

Select “Log on using”. Enter “your email logon account name” + “#” + “your email
SMTP server address” in the “Account name” field. For example,
support#smtp.youngzsoft.net. Enter your email logon password in the “Password”
field.

Click “OK”.

Click “OK”.

5.4 Outlook Express for Gmail

5.4.1 Configure the Port Map Rules

1)

2)

On the main interface of CCProxy, click the "Options" button (Figure 5-1).

CCProxy 7.3(Demo version only supports 3 users) E' [=] @

@ o = “’-“‘l:! g ‘E ok f&.:.?_

Stop | Options |Account Register Monitor Hide Help

CCProxy @R iTiE gl

Coperight[C) 2000-2012 *voungzzoft 1 ns0 11:13:03

Figure 5-1

In the popup "Configuration" dialogue box, select "Port Map" check box, then click "E"
button (Figure 5-2).

12
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[ Configuration @ﬂ
Prowy zenvices
<::| Praotocal Poit
L JIHTTP/RTSP 508
| Mail | Secure a0
| DMS S FTPM ehb) 803
| 'web Cached /| Gopher B3
Flemote Dial-up 7] 50CKS /Mg 1080
| Ao Startup JIFTP AN
Ao Hide | Telmet 23
| Part Map E 7| Mews 119
Local |P Address: Auto Detect |192-153-1-14? "| o
MT Service Advanced | [ 0K, ] | Cancel |
Figure 5-2

3) The "Port Map" dialogue box will pop up. In "Dest Host" edit box type the pop3
address of gamil, namely, "pop.gmail.com". In "Dest Port" and "Local Port" edit boxes
type "995", select "TCP" in "Port Type" combo box, and then click the "Add" button.

In "Dest Host" edit box type the smtp address of gamil, namely, smtp.gmail.com. In "Dest
Port" and "Local Port" edit boxes type "465", select "TCP" in "Port Type" combo box, and
then click the "Add" button.

After configured the port map rules, keep clicking the "OK" button to the main interface of
CCProxy (Figure 5-3).

13
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"ort Map ()
Type Dezt Host Dest... Local..
TCP smtp.amail. com 465 465
pop. grail. com
Dest Host pop.gmail. conn Ciest Port 995
Local Port 935
Fort Type [ TCF T]
Resst | | Selectal | | add | | Modiv | | Delete |
[ K ] [ Cancel ]
Figure 5-3

4) The configuration of port mapping has been done.

5.4.2 Configure Outlook Express

Assume the IP address of the server is 192.168.1.147,

ctian.jane@gmail.com.

the account name of gmail is

1) After launching Outlook Express, click "Tools" on the menu and then click "Accounts"
button.
2) In the popup "Internet Accounts" dialogue box, select "Mail" tap, click "Add" and then

click "Mail" button (Figure 5-4).

14
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Internet Accounts 2x|

Al M il |New3 I Directory Sewicel i Add l*" Mail...
— Mews., .,

Accourt | Type | Connection | ﬂl Directony Service..
Braperties |

Set az Default | Message Identi
Tip of the d

When replyir

Erport... | T
newsgroup, 1

select the m
to which you

Sef Order... | replying.
Then click R
Cloze | Group to po
reply to the

Figure 5-4

3) In"Your Name" dialogue box, type name(such as yaozhi), then click the "Next" button
(Figure 5-5).

Internet Connection Wizard 5[

Your Hame

When pou zend e-mail, vour name will appear in the From figld of the outgoing meszage.
Type vour name az you would like it to appear.

Dizplay name: Iyau:uzhi

For example: John Smith

¢ Back I MHewt > I Cancel

Figure 5-5

4) In "Internet E-mail Address" dialogue box, type your gmail account name(such as
ctian.jane@gmail.com), then click the "Next" button(Figure 5-6).

15
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Internet Connection Wizard El

Internet E-mail Address

Your e-mail addrezs iz the address other people uze to zend e-mail meszages to pou.

E-mail address: clian. jane@gmail. conl

For example; someonet@microzoflt, com

< Back Il et » Cancel

Figure 5-6

5) In the popup "E-mail Server Names" dialogue box, select "POP3" server, in
"Incoming/Outgoing Mail Server" edit boxes type "192.168.1.147" respectively, and
then click "Next" button (Figure 5-7).

16
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Internet Connection Wizard El

E-mail Server Hames

ky incoming mail zerver iz a | POP3 - I TEVET.

Inzoming mail [POP3, [MAF or HT TR server:

"192.158.1.14? |

An SMTP zerver iz the zerver that iz used for your outgoing e-mail.

Outgoing mail [SMTFP] zerver:

|1E|2.1EE.'I.14? I

< Back " et » I Cancel

Figure 5-7

6) In the popup "Internet Mail Logon" dialogue box, input your account name and
password. Please note that you should type you complete gmail account, and then
click "Next" button (Figure 5-8).

17
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Internet Connection Wizard El

Internet Mail Logon

Type the account name and pazzword your Internet zervice provider has given you,

Account name: Ictian. janei@igrnail. com |

Pasaword: II---------------

¥ Femember pazsword

[F pour Internet service provider reguires pou to use Secure Password Authentication
[SPA] to access vour mail account, select the 'Log On Using Secure Paszword
Authentication [SPA]' check bos,

[ Log om uzing Secure Password Authentication [S P4

< Back Il et » i Cancel

Figure 5-8

7) Click "Finish" button, go back to "Internet Accounts" dialogue box.
8) In "Internet Accounts" dialogue box, double-click the mail account you created just
now (Figure 5-9).

Internet Accounts

Al Mail |News I Directory Sewicel

Account | Type | Connection | Bemove |
% 1921681147 rinail [default] A Available

Properties |

Set as Default |

Imnpart.... |

Export... |

Set [Mrder.. |

Cloze

Figure 5-9

9) Select the "General" tab, in "Mail Account" edit box type your complete gmail address,

18
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in "Name" edit box type the name you want to show when sending& receiving e-mails,
and in "E-mail address" edit box type your gmail address again(Figure 5-10).

¥ ctian.jane@gmail.com Properties ed |

General I SEwersl Eu:unneu:tiu:unl SEcurit_l,II .-’-'-.dvanu:edl

b ail Account

Type the name by which you would like to refer to these
servers. For example: “Wiork" or "'Microsaoft M ail
Server''.

Ictian.iane@gmail.cum

I1zer Infarmation

Hame: I waozhi

Organization; I

E-mail address: Ictian.iane@gmail.mm

Reply address: I

¥ |nclude this account when receiving mail or synchionizing

] I Cancel Apply

Figure 5-10
10) Click "Server" tab, in "Incoming Mail" and "Outgoing Mail" edit boxes type the IP

address of the server, namely, 192.168.1.147. In "Account Name" edit box type your
gmail account, and type your password in "Password" edit box (Figure 5-11).

19
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¥ ctian.jane@gmail.com Properties ed Bt

Server Infarmation

My incoming mail zerver iz a IF'EIF'3 TEMVEL

Incoming mail [FOP3]; |1 92.168.1.147

Cutgoing mail [SMTR): I'I 92168.1.147

|nzoming kail Server

Account name: Ictian.iane@gmail.mm

Pazgword: I---------------

[+ Remember paszword

™ Log on using Securs Password Authentication

Outgaing Mail Server

W By zerver requires authentication Settings... |

Ok, I Cancel Apply

Figure 5-11

11) Click "Advanced" tab, in "Outgoing mail" edit box type "465", select "This server
requires a secure connection" check box, in "Incoming mail" edit box type "995",
select "This server requires a secure connection" check box, and then click "OK"
button (Figure 5-12).

20
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¥ ctian.jane@gmail.com Properties d

Generall Sewersl Ennnectiunl Securty Advanced |

Server Port Mumbers

Outgoing mail [SHTP]: |4EE Usze Defaults |

[ This server reguires a secure connection [S51]

Incoming rmail [POP3): IEIEIE

¥ This server requires a secure connection [S51]

Server Timeouts

Shot —F———— Long 1 minute

Sending
[ Break apart messages larger than IEEI Eﬁ KB
Delivery

v Leave a copy of messages on server

[” Remove from server after IE 3: day(z]

[T Remove from server when deleted from 'Deleted ltems!

] 4 I Cancel | Apply

Figure 5-12

12) Now the configuration of using gmail to send and receive e-mails has been done.

5.5 Office Outlook

We take Office Outlook 2003 for example.
Email address: support@youngzsoft.net.
Mailbox account: support

SMTP address: smtp.youngzsoft.com
POP3 address: pop3.youngzsoft.com
Proxy server address: 192.168.0.1

1. Download and install the latest updates for Outlook from Microsoft website:
http://office.microsoft.com/en-us/officeupdate/default.aspx

Open Outlook.

Click the “Tools” menu, and select “E-mail Accounts ...”

Click “Add a new e-mail account”, and click “Next”.

Choose “POP3” as your server type by clicking the radio button, and click “Next”.
Fill in all necessary fields to include the following information:

o0k whN
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User Information
Your Name: Enter your name.
E-mail Address: Enter your full email address, i.e. support@youngzsoft.net.
Server Information
Incoming mail server (POP3): Enter the proxy server address, i.e. 192.168.0.1.
Outgoing mail server (SMTP): Enter the proxy server address, i.e. 192.168.0.1.
Logon Information
User Name: Enter your email logon user name + # + your email POP3 server
address, i.e. support#pop3.Youngzsoft.net.
Password: Enter your email password

7. Click “More Settings ...” and then click the “Outgoing Server” tab.

8. Check the box next to “My outgoing server (SMTP) requires authentication” and
select “Log on using”.
User Name: Enter your email logon user name + # + your email SMTP server
address, i.e. support#smtp.Youngzsoft.net
Password: Enter your email password.

9. Click “OK”.

10. Click “Test Account Settings...” After receiving “Congratulations! All tests
completed successfully”, click “Close”.

11. Click “Next”, and then click “Finish”.

5.6 Outlook Express for News (NNTP)

Choose the configured News server in Outlook Express, right click menu and select the
“Properties” -> “Server”.

Suppose the original server name is "msnews.microsoft.com". You need to change the
server name to the proxy server's address. Select the "This server requests to log on", fill
"#msnews.microsoft.com" in the “Account” and leave the "Password" blank. Check the
"Remember Password".

If the News server you log onto requires account and password, the account name should
be set to "original account name” + “#” + “original news server address".

5.7 CuteFTP

Open menu "Edit" -> "Settings" -> "Connection" -> "Firewall", fill proxy server address in
the "Host" and “2121” in the “Port”. Choose "USER user@site" in the "Type" and check
the "Enable firewall access".
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5.8 CuteFtp Pro

Open menu "Edit" -> "Global Settings" -> "Connection" -> "SOCKS4 & 5".

Choose "Use the highlighted Socks server when connecting”; click button "Add", delete
"<New>" in Host, fill in proxy server address. Port is 1080.

Don't choose "Use Authentication". Choose "Socks5".

5.9 ICQ

Launch ICQ -> Menu "Main" -> Preferences -> "Connection":

Select "Use Firewall" in "Server" tab. Select "Socks5" in "Proxy" tab.

"Firewall": Select "Socks5". Fill proxy address in "Host", "Port" is 1080. Select "use proxy
to resolve hostnames".

5.10 MSN Messenger

Menu "Tool" -> "Options" -> In "Connection" tab, check "I use proxy server", choose
SOCKS 5 in type, fill local proxy servers IP address in "Server". Port is 1080.

5.11 Voicel/video chat software

You need to install SocksCap32 at client, add voice chat software into SocksCap32 and
launch it from SocksCap32.

For specific guide, please refer to http://www.youngzsoft.net/sockscap/. Currently
CCProxy cannot support MSN and Yahoo voice/video chat. If you want to use voice/video
chat, we suggest you use skype. In skype, the Internet Explorer proxy settings are used.

5.12 NetMeeting

As NetMeeting doesn't support proxy setting, SocksCap is needed. For more details,
please refer to http://www.youngzsoft.net/sockscap/http://www.youngzsoft.net/sockscap/.

5.13 Real Player

Take RealPlayer 10.5 for example:
Proxy server address is 192.168.0.1.
HTTP/RTSP proxy port is 808.
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Menu "View" -> "Preferences" -> "Proxy"

© Preferences

= General A= For zecurity, your netwaork. may receive data through a prosy.
Playback Settingz | Specify any prosies below. [Consult your netwark. administrator. ]
= Connection o _
Intemet / Frivacy tedia Browser Proxy Settings
Prosy RealFlayer Media Eru:uws_er and Sign-lr_1 LiZe pour Change Settings...
Netwark Transports gygtem Internet Connection proxy settings.
by Library Streaming Settings
CDh
DD Pra,
= Content - Mo prosy specified.
Med.la T_I,ngs RTSP
= Autornatic Services -No prowy specified.
Autollpdate
teszage Center HTTF _ _
Hardware - Uze zpztem Internet Connection proxy settings:
i M ified.
Devices 0 proxy zpecifie
Arcceszories
Skinz
| Change Settings... |
(o [ coes |

Figure 5-13-1

Click the button “Change Settings” in the “Streaming Settings”. Set the settings as below
(Figure 5-13-2):
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Streaming Proxy Settings [‘5—(|

PHa and RTSF Prosies
) Mo prowy

() Automatic configuration

() Use prosies: Prosy address Pt

FHA 1090
ETSP |192168.0.1 a0g

HTTF Frosy

() Uze system |ntermet Connection proxy settings
() Mo prowy

() Automatic configuration

@® Use prosy: |1E|2.1EB.III.1 | |ana |

Automnatic configuration

Do not uze prosy for: (host], host2, host3,

| ok | [ Cancel

Figure 5-13-2

5.14 Windows Media Player

Please upgrade the Media Player to version 11 first.
Proxy Server address: 192.168.0.1.

SOCKS/MMS proxy port: 1080

HTTP proxy port: 808

Click the menu "Tools" -> "Options" -> "Network"
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Options [‘5_(|

Player Rip Muszic Devices Burn Perfarmance Library
Plug-ing Privacy Security File Types DD | Mebwark

E Specify settings for plaving digital media content that is streamed
Frarm the Internet,

Protocols For MMS LIRLs

Try ko use the Following protocols when receiving an MMS URL:

RTSPJLDP

RTSPICP  [JUseports | 000007 | tareceive data

HTTF

Multicast Skreams

Allaw the playver ko receive multicask streams

Skreaming proxy setkings

Prokocaol Prouy

Browser

RTSF Mone

Select the protocol abowve, and then click Configure.

* . Tochange the proxy settings used for online stores, use Internet
\1 ) Options in Contral Panel,

o [ oo

Figure 5-14-1

Select the “HTTP” in the “Streaming proxy settings”, click the button “Configure...” and set
the settings as below (Figure 5-14-2):
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Configure Protocol f'5_<|

Select the proxy settings For the HTTP protocal.
Proxy setkings

{:} Autodeteck prosxey setkings
() Use proxy settings of the Web browser
{:} Do not use a proxy server

(%) Use the Following proxy server:

Address: | 192.168.0.1 Port: | 308

[]Bvpass proy server For local addresses

Do not use proxy server For addresses beginning with:

Use semicalons [} ) ko separate

QK | [ Cancel

Figure 5-14-2

Click the button “OK” and select the “RTSP” in the “Streaming proxy settings”, click the
button “Configure...” and set the settings as below (Figure 5-14-3):
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Configure Protocol §|

Select the proxy settings For the RTSP protocal.

Proxy setkings

{:} Autodeteck prosxey setkings

{:} Do not use a proxy server

(%) Use the Following proxy server:

Address: | 192.168.0.1 Port: | 308

[]Bvpass proy server For local addresses

Do not use proxy server For addresses beginning with:

Use semicalons [} ) ko separate

QK | [ Cancel

Figure 5-14-3

5.15 NetTerm for BBS telnet

Open menu "File"-> "Phone Directory".

Choose the BBS in the list you want to log on. E.g. bbs.execpc.com.

Follow info will be shown: Host Name is bbs.execpc.com; No entry in Host/IP and telnet
port is 23. Fill in proxy server address in Host/IP. Click button "Connect". Follow info will be
showed on blue screen: CCProxy Telnet>CCProxy...

Input "open bbs.execpc.com"”, click "Enter" key. Now you can log on bbs.execpc.com.

5.16 Java application for Game/Chat room

First of all, you need to install Sun JRE (Java Runtime Environment). You can download it
free at http://www.java.com.

After installation:

1. Go to Control Panel

2. Double click the "Java Plug-in" icon

3. Click the "Proxies" Tab
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¢ Java[TM] Plug-in Coniral Pamel
| Bask [ Advanced | Browssr | Frocies | Gache | Cerifcates | Updae [ Aboul |

¥ Lise Browses Eefings

Frodocal Address 1 Faort
HTTP
Seturi
FTF
Cenphagr
S0tk

0 Prosy Hios! (L0 Comma 10 segaraie mustiple hosts)

Autamatc Frosy Configuration LARL

Easel Halp

4. Make sure that the "Use Browser Settings" checkbox is checked. If it is not, then check
it and hit the "Apply" button to save your changes. Doing this will cause the JRE to use the
Web browser's proxy settings for all Internet connections.

5. Close all browser windows. Restart the browser and try to load the applet.

5.17 Norton AntiVirus for live update

First, set HTTP proxy in IE. Open Live Update in Norton AntiVirus.
Popup "Live Update" dialog box and click button "Configure".

Popup dialog box "Live Update Configuration".

In "ISP" tab, check "the Internet Options in Control Panel".

In "Proxy" tab, check "I want to use my Internet Explorer Proxy Settings".

5.18 AVG update

Suppose proxy address is 192.168.0.1.
AVG -> Update Manager -> Settings -> Proxy -> User proxy server, Server: 192.168.0.1,
Port 808.

5.19 Windows XP update

Suppose proxy address is 192.168.0.1 and http port is 808.

1. Click Start, click Run, type cmd, and then click OK.

2. At the command prompt, type proxycfg -p 192.168.0.1:808, and then press ENTER. (Or
type proxycfg -u, and then press ENTER)
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5.20 Remote Desktop

5.20.1 Configure Port Map

Assume the IP address of the machine that needs to be controlled by remote desktop is
31.211.248.10.

1) On the main interface of CCProxy, click the "Options" button (Figure 1-1).

CCProxy 7.3(Demo version only supports 3 users) El (=] @

© ol B |l # 8 = ¢

Stop | Options |Account Register Monitor Hide Help

CCProxy €N ITiE g

Copyright{C] 2000-201 2 Y oungzzoft 1 0./0 11:15:.03

Figure 5-1

2) On the popup "Configuration" dialogue box, select the "Port Map" check box, then
click the "E" button (Figure 1-2).
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[ Configuration @ﬂ
Prowy zenvices
<::| Praotocal Poit
L JIHTTP/RTSP 508
| Mail | Secure a0
| DMS S FTPM ehb) 803
| 'web Cached /| Gopher B3
Flemote Dial-up 7] 50CKS /Mg 1080
| Ao Startup JIFTP AN
Ao Hide | Telmet 23
| Part Map E 7| Mews 119
Local |P Address: Auto Detect |192-153-1-14? "| o
MT Service Advanced | [ 0K, ] | Cancel |
Figure 5-2

3) The "Port Map" dialogue box will pop up.

In the "Dest Host" edit box, type the IP address of the machine that needs to be controlled
by remote desktop, such as 31.211.248.10, in "Dest Port" and "Local Port" edit boxes type
"3389", in "Port Type" combo box select "TCP"; click the "Add" button, and then click the
"OK" button(Figure 1-3).
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=)

Port Map

Type Dezt Host Dest... Local..
TCP 3.211.24810 3339 3329

Dest Host 31.211.248.10 Ciest Port 3389
Local Part 3389
Fort Type [ TCP v]
Resst | | Selectal | [ Add | | Modiv | | Delete |
[ ] ] [ Carcel ]
5-3.

5.20.2 Proxy Clients Configuration

Assume the IP address of the proxy server is 192.168.1.147, the account of the machine
controlled by remote desktop is "Administrator”, and the password is "1234567".

1) Click "Start", and then click "Run". In the popup "Run" dialogue box, type "mstsc", and
then press the "Enter" key (Figure 1-4).

CENN 2/ x|

= Type the name of a program, folder, document, ar
& Internet resource, and Windows will open it for wou,

=~

(] 4 I Cancel | Browse, ., |

5-4

2) In the popup "Remote Desktop Connection" dialogue box, type the proxy server's IP
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address, namely, 192.168.1.147, then click the "Connect" button (Figure 1-5).

el

".! Remote Desktop Connection

Computer: | 92 168.1.147 j
Connect I Cancel Help | DOphions 53
[ 5-4

3) Account Login dialogue box will pop up, type the account name and password of the
machine needs to be controlled by remote desktop, and then press the "Enter" key
(Figure 1-6).

& 5-5

4) After successfully configured the remote desktop, you can use remote desktop now
(Figure 1-7).
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{

Bupdater Y130

4

Googe Chrome:  SuperCache

& 5-6

5.21 Other software

If the software has the proxy option (generally in network settings or system settings) for
proxy configuration, you can configure the proxy according to the relative protocols and
ports. Generally you can use SOCKS proxy settings (port is 1080) or HTTP proxy settings
(port is 808). Also you can search proxy settings in google. For example, you can search
"skype proxy settings" to find out how to set up proxy for skype.

Otherwise, you will need to install SocksCap32, software from NEC on the client and add
this software to SocksCap32.

For specific guide, please refer to http://www.youngzsoft.net/sockscap/
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6 Account Management

In this section we will talk about the account management of CCProxy. CCProxy features
powerful Internet access control function. It helps the administrator to manage clients
easily and efficiently. You can click the "Account" button on the toolbar of CCProxy to
manage your account. The account management includes "Account List", "Web Filter"
and "Time Schedule". We will introduce all of them in detail below.

6.1 Account Manager

6.1.1 Basic Introduction

Permitted Category: There are two options - "Permit All" and "Permit Only". "Permit All"
means all proxy clients can access the Internet via CC Proxy. "Permit Only" means only
the clients which have been given permission can access the Internet via CC Proxy.

Auth Type: CCProxy account authentication supports IP Address, MAC Address and
User/Password. Each account can be authenticated with these auth types. The
"User/Password " authentication is only valid to web proxy and socks5 proxy service.
Web Filter: The administrator can define the filter rule here. CCProxy supports "Web Site
Filter"(Permit or forbidden), "Forbidden URL"(Web URL filter) and "Forbidden
Content"(Web Content Filter).

Time Schedule is used to control the clients' on-line time.

New, Edit, Delete and Select All: These are used to create, edit or delete the account
list.

Auto Scan: This is used to scan the computers on the LAN and get the computers'
information automatically. For example, computer name, IP address and MAC address.
Export and Import: Export is used to save the account list information to a specific folder.
Import is used to load account information from a specific file. These two features function
just like the backup and restore operations of account list.

NT User Auth: If you check this box, CCProxy will import the Active Directory accounts
automatically. You can input the AD server name in the edit box. "." means local server.
Flow Stats displays the bandwidth usage of each account.

6.1.2 Domain Users

Domain users authentication is a newly-added powerful function, which can be used for
automatically scan all the domain accounts and passwords, besides, domain users and
password could be updated synchronously.
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6.1.2.1 Configuration of Proxy Server
If CCProxy is installed on the Domain Server

If CCProxy is installed on the "domain server", all the "domain accounts” could be
scanned out by selecting the "NT User Auth Domain" check box (Figure 1-1).

-

Account Menager [ @
Optiohs Fiker/Time
Pernit Categary; [r'ﬂrmt Dy *] “e'ebs Tiker ]
Auth Type: [USE[.'IPEISSWDTEI v] I ime S chedule ]
JzerMame IP Address MaC &ddress Conn..  Eand.. Znable Men
Jzer001 19216E1.233 -1 141 1 [
Jser00z 1921601172 - EPE N i Frit
Adminiztretor nooao -1 1441 1 [
Delete
Select All
A0 Scan
| E wpart
Irnport
1 1 3
zer Count: o0 MT Uzer Auth Domais: o Slalz ] [ (] ] [ Cluse ]
Figure 6-1

If CCProxy is installed on Domain Clients
If CCProxy is installed on "domain clients", you need to input the domain name in "NT

User Auth Domain" edit box, and then select the "NT User Auth Domain" check box. In
this way, all the "domain accounts" could be scanned out (Figure 1-2).
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Figure 6-2

6.1.2.2 Configuration of Domain Server

1) Click the "Start" button, input "gpedit.msc" in "Run" edit box, and then press the

"Enter" key.

2) Inthe pop up "Local Group Policy Editor" window, click the "User Configuration" node
to expand the tree; click the "Windows Settings" node to expand the tree; click the
"Internet Explorer Maintenance" node to expand the tree; and then click "Connection”,
on the right side of the window double-click "Proxy Settings" (Figure 1-3).
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Figure 6-3

3) Inthe pop up "Proxy Settings" dialogue box, select the "Enable proxy settings" check
box, type the IP address and port of the proxy server both in "Address of proxy" and

"Port" edit boxes, then click the "OK" button (Figure 1-4).
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Figure 6-4

6.1.2.3 Configuration of Domain Clients

Proxy Settings for Domain Clients

After made "proxy server settings" and "domain server configuration”, the IE browser in
domain clients do not need to make proxy settings again. Accessing the Internet could be
done by domain accounts, but it only works for IE. However, as many softwares access

the Internet via IE' proxy, you do not need to make proxy settings for them.

Some softwares could detect the system proxy of domain automatically. You could choose
the system proxy settings to get away from making proxy settings for them.

Mail Proxy Settings for Domain Clients

To make mail proxy settings for domain clients, please refer to "Mail Proxy Settings".

6.2 Create New Account

Assume the IP address of the client is 192.168.1.233.
The steps of adding accounts in CCProxy are as follows:

1)  On CCProxy main interface, click the "Account" button (Figure 1-1).
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CCProxy 7.3(Demo version only supports 3 users) = || B || £
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Figure 6-5

2) The "Account Manager" dialogue box will pop up, in "Permit Category" combo box,
select "Permit Only", then click the "New" button (Figure 1-2).
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Figure 6-6
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3) In "Account" dialogue box, select "IP Address/IP Range" check box, and in the edit
box type the IP address of the client (such as 192.168.1.233), then click the "OK"
button (Figure 1-3).
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Figure 6-7

4) A new account has been successfully added. If you want to add more accounts,
please redo the above steps.

Note: If you have too many accounts, you can type the IP range in "IP Address/IP Range"
edit box (Such as 192.168.1.1-192.168.1.255), then click the "OK" button (Figure 1-4).

After configuration like that, all the IP addresses in the IP range can access to the Internet
through CCProxy.
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6.3 Web Filter

Web filter can effectively restrict clients access to particular web sites.

"Account -> Web Filter"

Web Filter includes Site Filter, URL Filter and Content Filter.

Web Filter Name is used to define different web filter rules.

Site Filter: Input the sites you want to filter in the edit box. Site filter supports wildcard
character (*,?). Multiple sites should be divided by semicolon. For example:
*.yahoo.com;???.hotmail.com;www.*.org.

Also you can define port filter. For example:

*:433, *.yahoo.com:80;*.hotmail.com:*;

You can also input a web filter file name here. The web filter file format is one web filter for
one line. For example:
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*.yahoo.com;

*.hotmail.com;

*.bbc.com:*;

*.msn.com:433;

Advanced DNS Filter: You can enter opendns dns address here and filter the website by
opendns.

Permitted Sites: Clients can only access sites which are added in the site filters.
Forbidden Sites: clients can not access sites which are included in the site filters.
Forbidden URL: You can define the URL filter here. You can input whole or partial URLs.
For example:

http://www.google.com/;*.zip;*.exe;*/mail/;

Forbidden URL is different from Site Filter. Site Filter only applies to the web host name
and port, whereas Forbidden URL applies to the whole URL address.

Content Prohibited can filter web pages with specific characters. If the web page
includes such characters, it will be banned. Input the characters you want to name in the
edit box. Multiple characters should be divided by semicolon. For example: chat;travel.
Note: This step is only to define a web filter rule. If you want to apply it to a specific
account, you should edit the account's property and select the web filter rule for this
account.

6.4 Time Schedule

Time schedule is used to control the clients' on-line time.

"Account -> Time Schedule"

Time Schedule Name is used to define different time schedule rules.

Sunday to Saturday: This is used to set different on-line time schedules for business
days. You can edit time schedule directly in the edit box or click the button besides edit
box. In the popup "Time Table" dialog box, there are 24 time range choices. Note:"01:00"
means Internet access is allowed from 00:00 to 01:00. "Apply to," means the time control
of the day is only effective for checked choices.

Note: This step is only to define a time schedule rule. If you want to apply it to the specific
account, you should edit the account's property and select the time schedule rule for this
account.

6.5 Auto Disable at

By taking advantage of "Auto disable at", you could control how long the clients can use

the Internet by proxy conveniently and effectively.

1) In the "Account" dialogue box, select the "Auto disable at" check box.

2) In "Auto disable at" edit boxes, type date and time, or click the up/down arrow on
"Spin" to configure the date and time (Figure 1-1).
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P )

Account @
s zerGroup Mame User-1
|me=:
Pazsword
/| Enable IF &ddress4IP A ange 19216811 &
JIMALC SddressH astname  BCAECHiC4: 147 2]
Az Group Belongs to Group
M amimum Connections -1 = “Unlimited Connection:-1
Dowrload Bamdwidth(KB ] -1 : *Unlimited B andwidth; -1
Upload Bandwidth(KE /2] -1 : *Unlimited B andwidth; -1
WO M ail | Telnet | Remote Dialup
J|FTP J|S0CKS || Others
‘wheb Filter &
Time Schedule |E|
| Buto dizable at 2M34 5523 #5 10:30:00 =
B andwidth Quota 1] k4B [0 Day=
e | | Save | [ (] ] | Canicel

Figure 6-9

The meaning of (Figure 6-9) is that by 10:30 on May 23, 2013, User-001 would be
forbidden to access the Internet through proxy.

6.6 Limit Multiple Login with Username

1)  When the auth type of CCProxy is "User/Password ", you could use "Limit Multiple
Login with Username" to limit one account can only login in one machine (Figure
6-10).
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Account Menager =1 B
Optionz Fiker/Time
Pernit Category: [PE[ITIt ik v] % Wweb Fiker ]
Auth Tupe: l UzerPassword - I Time Schedule |
|zar Marme IP Addrezz bA&T Addresz kR Fanr “hahle T Mewn
dzer001 192 16E1.233 3 1441 1 [
Jser002 1921661.1°2 o Ta o Tam ] Edt |
Delate
select Al
Auto Scan
Expal
. | rpuart
1| I | b
Uszer Count: 2 [ WT User suth Domair Zlowe Stats ] | 1] 4 I [ Close ]

Figure 6-10

2) Double-click the account, in the pop up "Account" dialogue box, configure the user
name and password (Figure 6-11).
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P )

Account @
£ |Jzer/Group Mame User-001
Pazsword e
Enable []IP AddressIP R ange 192.168.1.233
[ MALC Addrass/H ostrame
[Jas Growp [ Belongs to Group
Mawimum Connections 3 ~ “Unlimited Connection:-1
Dowrload Bamdwidth(KB ] -1 : *Unlimited B andwidth; -1
Upload Bandwidth(KE /2] -1 : *Unlimited B andwidth; -1

W M il Telnet Remate Dialup
[W]FTP SOCKS  [V] Others

[F] web Filter
[ Time Schedule
(] Awato dizable at 20134 54 8 = 153239
[ B andwidth Quata 1] k4B |1 Day=
e ] [ Save ] [ k. ] [ Canicel
Figure 6-11

3) In"Advanced" dialogue, click the "Networks" tab (Figure 6-12).
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-

[ Advanced @

| Dial-up I Cache I Cascading I Log I Mail | Metworks | Others|

.' [ Enable SOCKS4  [¥] Disable Exteral Users

Web Sites for Orndine Checking www yahoo comwww icg.com
Socket Idis Disconnect Minutes 50
Server Bind P Address 0.0.00 A

|:| Enable Muttiple |Ps Outgoing

[ Add Client IP in HTTP Header

Limit Muttiple Login with Usemame

oK || cancel

Figure 6-12

If you select the "Limit Multiple Login with Username" check box, only one account can
use the user name "User-001" and its password to login.

If you uncheck the "Limit Multiple Login with Username" check box, any client could use
the user name "User-001" and its password to login.
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7 Main interface

7.1 Toolbar Zone

Start: To start CCProxy.

Stop: To stop CCProxy.

Options: To open the options dialog box.

Account: To open the account dialog box.

Register: To enter registration code.

Monitor: To open the online logging monitor (more).
Hide: To hide the interface.

Help: Get help document.

7.2 Online Information Zone

Yellow curve: the current amount of bandwidth.
Green curve: the current number of connections.

Tips: If you double click this zone, it will open the monitor dialog box.

7.3 Product Logo Zone

Display the product logo.
Tips: If you double click this zone, it will open the log information dialog box.

7.4 System Information Zone

U: Doubile click this option to check for upgrade information. If there is a new version, it will
open the upgrade dialog box.

0/0: To display the number of online connections and accounts. The left number is the
amount of online connections. The right number is the number of online accounts. Tips:
Double click this zone and you will open the Windows system management.

Time: Display the server time.

Tips: Double click this zone and you can go to the installation folder of CCProxy.
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8 Options-Basic Settings

On CCProxy main interface, click "Options" button, the "Configuration" dialogue box will
pop up (Figure 8-1).

=

Configuration @ﬁ
Prowy zenvices
<::| Pratocol Part
L JIHTTR/RTSP 908
| Mail | Secure Gl
W DS | FTPMweh) 203
W eh Cached 7| Gopher 805
Remote Dial-up 7]50CKS/ Mg 1080
&ata Startup ZIFTP 212
Auto Hide | Telnet 23
| Port Map El 7| Mews 113
Lacal IP Addraszs: Aute Detact | 132.168.1.147 - |
NT Service Advanced | [ Ok ] | Cancel |
Figure 8-1

The above picture shows the default settings, you can change them accordingly.

8.1 Proxy Services

1)

2)

3)

4)

5)
6)

Mail: Mail proxy service. If there is mail server installed in the server, please uncheck
it.

DNS: Domain Name Server. If there is DNS configured in the server, please uncheck
it. If you want to check this option, please set the DNS address as the IP address of
the server in "Network Configuration" in clients.

Web Cached: It can help to improve the network access speed.

Remote Dial-up: It is used for dial-up automatically and it can be configured in
"Dial-up" tab in "Advanced" dialogue box.

Auto Startup: Whether CCProxy will auto startup with the operating system.

Auto Hide: Whether CCProxy will hide to system tray after starting.
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7) Port Map: To enable port map function (for example, Gmail needs port mapping for
sending and receiving mails), please select "Port Map" check box, then click the "E"
button on the right, configure in the popping up "Port Map" dialogue box, please refer
to "Web Port Forward" for more details.

8.2 Protocol Ports

The place where proxy protocol and ports being configured. Users can enable or disable
these protocols accordingly, and ports could be changed as well (Figure 8-2).

=

Configuration @ﬂ
Prowy zenvices
<::| Praotocal Poit
) ZIHTTP/RTSP 808
| Mail S| Secure |03
| DMS S FTPM ehb) 803
W eb Cached | Gopher 803
Flemote Dial-up 7] 50CKS /Mg 1080
Auita Startup ZIFTP A
Ao Hide | Telmet 23
| Port Map E 7 Mews 1119
Local IP Address: Aubo Detect | 192.168.1.147 - |
MT Service Advanced | [ Ok ] | Cancel |
Figure 8-2

HTTP/RTSP: Ports which clients will occupy when visiting http or rtsp sites.
Secure: Secure protocol goes with https protocol. For visiting https sites, please select it.
FTP(Web): The protocol needs to be enabled when visiting FTP sites through explorer.
Gopher: Gopher protocol enables all the Gopher client programs in Internet to
communicate with the entire "registered" Gopher server in Internet.

SOCKS/MMS: Support both TCP/UDP protocol, and various authentication mechanisms,
such as QQ, MSN and so on.
FTP: Protocols need to be enabled when visiting FTP sites with FTP clients (such as
CuteFTP).
Telnet: Telnet protocol is one member of the TCP/TP protocols, and the standard protocol
and the main method of Internet remote login service. It enables users to finish remote
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host machine's work on local computer.
News: News protocol.

8.3 Auto Detect

1) If clients need multiple outgoing IPs, please select "Auto Detect" check box.

If clients need to use the specified IP, please firstly uncheck "Auto Detect" check box, then
select an IP address in the combo box, and finally select the check box on the right side
(Figure 8-3).

P )

Configuration @
Prawy services
<:] Pratocol Part
= ZIHTTP/RTSP 808
7| Mail | Secure 808
V| DMs Z|FTPweb) 508
Web Cached | Gopher |03
Remots Dial-up V| 50CKS/Ms 1080
Ao Startup JIFTP 2121
Auto Hide 7] Telwet 23
| Part Map El | Mews 13
Local IP Address: Aubo Detect |192-1EB-1-14? "| =
MNT Service Advanced | [ ] ] | Cancel |
Figure 8-3

2) NT Services: CCProxy would start as a NT service, which means even the main
interface of CCProxy closed; CCProxy would still run in backstage.
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9 Advanced Options

You can open an advanced options dialog box by selecting "Options -> Advanced". There
are 7 tabs in this dialog box.

Dial-up: To configure the dial-up service.

Cache: To configure the web-cached function, i.e. cache size, cache update time.
Cascading: To configure the cascading proxy, also called parent proxy, service.

Log: To configure the proxy logging service, i.e. log size and log type etc.

Mail: To configure the mail proxy service. You can change the mail proxy port here.
Network: To configure the proxy network settings such as server IP address binding,
socket idle timeout, etc.

Others: To configure other proxy settings such as interface language and remote admin
etc.

9.1 Dial-up Page

Click the "Dial-up" tab in "Advanced" dialogue box (Figure 9-1).

Advanced =

Dialup | Cache | Cascading | Log | Mail | Networks | Others |

gb Dialup Ertres ["u"F‘N Connection - ]

Dialup User Name
Dialup Password
[ ldle Disconnect Minutes
[ Enable Auto Dialup
Web Mail FTP Telnet

SOCKS Mews Cthers

0K || Cancel

Figure 9-1

If you have created a dial-up connection, you need to click the connection you need in
"Dial-up Entries" drop list, in "Dial-up User Name" and "Dial-up Password" edit boxes type
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user name and password, then click the "OK" button (Figure 9-2).

[ Advanced @ﬂ

Dialup | Cache | Cascading | Log | Mail | Networks | Others |

gb Dialup Ertres ["u"F‘N Connection v]
Dialup User Name VN
Dialup Password TTIIY)
ldle Disconnect Minutes 10

Enable Auto Dialwup
Web [ Mail [CIFTP [] Telnet

[C]50CKS ] News [ Dthers

[ Customize ] P 0K [ Canesl

Figure 9-2

Idle Disconnect Minutes: After the network has been left unvisited over the configured
time, system would disconnect the network automatically.

Enable Auto Dial-up: When you visit web, mail, or FTP sites, if you haven't dialed up yet,
system would dial-up automatically for you.

9.2 Cache Page

9.2.1 Enable "Cache"

Cache here is based on IE technology. You need to install IE version 4.0 or above. To
enable this function, please firstly select "Web Cached" check box in "Configuration"
dialogue box, then click the "Advanced" button (Figure 9-3).
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P )

Configuration @
Prowy zenvices
Praotocal Part

<’LL.L> [VHTTR/RTSP 808
b il Secure 505
DMS FTPwek) 808
“web Cached Gopher 8013
[| Remate Dial-up SOCKS /MM 1080
[ &ta Startup FTP a1
[ &ata Hide Telnet 23
[&7] Port Map [F] Mews 1113

Local P Address: [ At Detect [ i ] [l
[CINT Service | ddvanced | | o0k | | Cancel |
Figure 9-3

1) In the popping up "Advanced" dialogue box, click the "Cache" tab (Figure 9-4).

-

[ Advanced @

| Dial-upl Cache ICascading I Log I Mail I Metwaorks I Others|

‘} Mote: Cache here is based on |E technology. You need
ey ta install |E version 4.0 or above.

Cache Update Timelminutes) =

Change Cache Options via |E [ IE

Cache Path:  D-\Users'UserD09AppData' Local\Microsoft\ Windoy
Cache Size(M): &0

oK || cancel

Figure 9-4

54



CCProxy — Proxy Server Software for Windows http://www.youngzsoft.net/ccproxy/

9.2.2 Cache Update Time

In "Cache Update Time (minutes)" edit box, type the cache update time. (Figure 9-5)
indicates that every 60 minutes, cache update once.

d

Advanced

Diglup | Cache |Cascadir1g I Log I Mail I Metwaorks I Others|

@ Mote: Cache here is based on |E technology. You need
ey ta install |E version 4.0 or above.

Cache Update Time{minutes) | 60 .,l

Change Cache Options via |E [ IE ]

Cache Path:  D-\Users'UserD09AppData' Local\Microsoft\ Windoy
Cache Size(M): &0

OK || Ccancel

Figure 9-5

9.2.3 Change Cache Options via IE

1) Click the "IE" button (Figure 9-6).
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-

[ Advanced @

Diglup | Cache |Cascadir1g I Log I Mail I Metwaorks I Others|

& Mote: Cache here is based on |E technology. You need
ey ta install |E version 4.0 or above.

-

Cache Update Time{minutes) 60 =

Change Cache Options via |E I IE I

Cache Path:  D:\Users\User003App Data'Local Microsoft " Windoy
Cache Size(M): =0

| ok || Ccancsl

Figure 9-6

2) The "Internet Options" dialogue box will pop up, in "Browsing history" group, click the
"Settings" button (Figure 9-7).
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rInternet Options @

General |5E::urity | Privacy | Content | Connections | Programs | Hdvan::ed|

Homie page
l To create home page tabs, type each address on its own line,
=L hittp:/ S, cn220, comy -
[ s current ] [ Use default ] [ lUse blank

Browsing histary

] .?’“I_..I Delete temporary files, history, cookies, saved passwords,
¥ and web form information,

[ Delete browsing history on exit

Deletz... ” Settings I
Search
p Chiange search defaults.
Tabs
- | | Change how webpages are displayed in
1 tabs.
Appearance
[ Colors ][ Languages H Fonts H Accessibility ]

[ Ok ] [ Cancel ] Apply

Figure 9-7

3) The "Temporary Internet Files and History Settings" dialogue box will pop up (Figure
9-8).

57



CCProxy — Proxy Server Software for Windows http://www.youngzsoft.net/ccproxy/

-~ —

Ternporary Intermet Files and History Settings | B3|

Temporary Internet Files

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Chedk for newer wersions of stored pages:
() Every time I visit the webpage

(") Every time I start Internet Explorer
(@ Automatically

() Never

Disk space to use (3-1024ME) ep =
(Recommended: 50-Z250MEB)

Current location:

D:\Users\User009\appDiataLocal\Microsoft\Windows \Temparary
Internet Filesy,

I Move folder... I[ View objects ] [ View files ]

History

Spedfy how many days Internet Explorer should save the list
of websites you have visited.

-

Days to keep pages in history: 0 =

| QK I [ Cancel

Figure 9-8
Check for newer version of stored pages: To select how to check for newer version of
stored pages, so as to make sure the cache stored in the server is the newest version,
going with the timely information in the Internet.

Disk space to use: To configure how much space will be used for storing cache.

Move folder: To choose the folder for storing cache files. If Drive C is too small, you can
move the data to another drive.

Days to keep pages in history: Configure days to keeping pages in history. Once out of
date, it will be deleted automatically by system.

9.2.4 Auto Cache

1) Click the "Auto Cache" button (Figure 9-9).
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"y

rhdvanced @

Diglup | Cache |Cascadir1g I Log I Mail I Metwaorks I Others|

\_'9 Mote: Cache here is based on |E technology. You need
ey ta install |E version 4.0 or above.

Cache Update Time{minutes) 60 =

Change Cache Options via |E |[ IE

Cache Path:  D:\Users\User003App Data'Local Microsoft " Windoy
Cache Size(M): =0

Auta Cache

OK || Ccancel

Figure 9-9

2) In the popped up "Auto Cache List" dialogue box, configure the websites that need
cache (Figure 9-10 ).

Auto Cache List ==
Start Dray Start Time . LIRL
Ewvempday 11:03:36 LA, CCRIDHL, SO
bon 11:03:18 sy, dbrnail. com
LIRL oy dbrnail, com
Start at noxe
| Reset || Add | | Modiy | | Delete |
l Ok ]I Cancel I
Figure 9-10
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The steps of configuring cached websites are as follows:
a. Inthe "URL" edit box, type the website address (such as www.dbmail.com).
b. Click the "Start at" combo box, select the cache date and time.

c. Click the "Add" button to add a new cache rule.

To cache other websites, please redo the above steps.

9.3 Cascading Page

If a computer has installed CCProxy server and has access to the Internet through proxy,
then it needs to set the cascading proxy.

Cascading proxy means that the client of CCProxy server has access to the Internet
through two layers of proxies. Under this circumstance, CCProxy actually is a cascading
proxy server.

If CCProxy can surf the Internet, and just some specific protocol need to be set the proxy,
the following methods are for your reference.

The methods of setting cascading proxy are as follows.

1) Click the “Setting” button on the main interface of CCProxy (Figure 9-11).

(@ CcProxy 7.3(E Tk REET SRR =] & ==

© o|B | ® 8 = ¢

Stop | Options ||Account Register Monitor Hide Help

CCProxy €N ITiE g

Copyright{C] 2000-201 2 Y oungzzoft 1 0./0 16:06:26

Figure 9-11
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2) In the pup-up “Setting” dialog box, click the “Advanced” button (Figure 9-12).

P )

Configuration @
Prowy zenvices
<::| Pratocol Part
y ZIHTTRARTSP 809
7| Mail | Secure 803
V| DMs Z|FTPiweb) 509
Wweb Cached | Gopher 803
Remate Dial-up 7]s0cKs/Mmg 1080
V] futo Startup J|FTP 121
Auto Hide | Telnet 23
| Port Map El Mews 13
Lacal P Addrass: | Aute Dekact
NT Service Advanced 0K | | Cancel
Figure 9-12

3) In the pup-up “Advanced” dialog box, select the “Cascading” tab, and then select the
“Enable Cascading Proxy” check box (Figure 9-13).
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-

[ Advanced @

| Dial—up | Cache | Cascading |Log | Mail | Hetworks | Others |
i CCProxy permits local serwer to access
Internet wia other proxy.
Local Frotocel &1L Enable Cascading Proxy

Froxy Address 192, 163.1.%

Proxy Protocol |SOCESE »*| Port g08|

DHeed Authorization

User Hame Pacoword

Domain Cancel AlL

| ok | [ Cancel |

Figure 9-13

Local Protocol: Select the upper proxy's protocol.
Proxy Address: Input the upper proxy server's IP address.

Proxy Protocol: Select the cascading proxy's protocol which you used to access the
Internet through cascading proxy server.

Port: Input the port of cascading proxy protocol

Need Authorization: Select the "Need Authorization" check box if the upper proxy server
needs it. Then input the user name and password into the related edit box.

If the upper proxy server is used in the circumstance of "Domain", then you need to input
the domain name into its edit box.

9.4 Log Page

In "Advanced" dialogue box, click the "Log" tab (Figure 9-14).
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Advanced

d

| Dialup I Cache I Cascading | Log | Mail I Metwaorks I Others|

i CCProogy can log every user’s information. Please
M DOMT intercept user's mail without his/her pemission.

Save Logs to File 0 MCCProsge™ Log [Z]
Log Session Selection
Request URL [ Picture Info [ web Title Irfo
Madmum Lines 10000 Mew Log Daity
Fow Stats Time Interval{m) 10 [ Enable Flow Stats
Flow Stats ] [ Open Logs ] [ Clear Logs ] [ Export Excel ]
| ok || cancel |
Figure 9-14

Save Logs to File: You can define which file should be used for saving logs by yourself.

Log Session Selection: Select the log session that log would record, including request
URL, picture information and web title information.

Maximum Lines: Configure the maximum lines of the recorded information in logs.

Flow Stats Time Interval: In order to grasp the flow status of each client, you need to select

"Enable Flow Stats" check box, and type the time of flow stats interval in "Flow Stats Time
Interval" edit box (Figure 9-15).
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[ Advanced @‘

| Dialup I Cache I Cascading | Log | Mail I Metwaorks I Others|

i CCProogy can log every user’s information. Please
m DOMT intercept user's mail without his/her pemission.

[¥] 5ave Logs to File 0 MCCProsge™ Log [Z]
Log Session Selection

Request URL [ Picture Info [ web Title Irfo
Mandimum Lines 10000 Mew Log Daily
Fow Stats Time Interval{m) 10 [ Enable Flow Stats

Flow Stats ][ Open Logs ][ Clear Logs ] [ Export Excel ]

| ok || cancel |

Figure 9-15

Flow Stats: After clicking the "Flow Stats" button, the "Network Traffic Statistics" dialogue

box will pop up, displaying the sending and receiving flow data of each client (Figure
9-16).

Metwork Traffic Statistics @
Account Metwork: Traffic
dzer-002 G
dzer-003 936 K
Figure 9-16

Open Logs: Click the "Open Logs" button to open logs (Figure 9-17).
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| 'g20130513 - Notepad =Gl
File Edit Format Wiew Help

[O0001 56 -
192,166, 1. 112 = User—003 [13/May/2015:11:49:52 +0800] “GET hiltp:/ a2
192,165, 1. 112 - User-003 [13/May,/2015:11:49:50 +0200] “GET http:/ wm.
192, 165,1.112 - Uzexr—0032 [13/May/2015:11:52:58 +0800] “GET http:/fwwmr
192,165, 1. 112 - User-003 [13/May,/2015:11:52:56 +0200] “GET http:/wwn.
192 1R5.1.112 - Uzexr—003 [13/Mayw,/2015:11:53:02 +08200] “COMNECT accoun
192,165, 1. 112 - User—-003 [13/May,/2015:11:53:06 +0200] “CONNECT ssl.gs
192,165, 1. 112 - User—-003 [13/Maw,/2015:11:53:06 402001 “CONNECT ssl. 2=
192,165, 1. 112 - User-003 [13/May,/2015:11:53:06 +0200] “CONNECT ssl.gs
192,165, 1. 112 - User-003 [13/May,/2015:11:53:06 +0200] “CONNECT ssl.gs
192,165, 1. 112 - User-003 [13/May,/2015:11:53:07 40200] “CONMECT ssl. 2=
192,165, 1. 112 - User-003 [13/May,/2015:11:53:10 40200] “CONMECT accoun
192,165, 1. 112 — User—003 [13/Maw/2015:11:55:13 +0200] "GET http:/ v,
192,165, 1. 112 - User-003 [13/May,/2015:11:53:36 +0200] “GET http:/wn.
192, 168,1.112 - User—003 [13/May/2013:11:53:37 +0800] “GET http: ./ fwwm,
192,165, 1. 233 - User—-002 [13/May,/2015:11:54:56 +0200] “CONNECT F1. 146,
4 I F

Figure 9-17

Clear Logs: After clicking the "Clear Logs" button, a dialogue box for confirming will pop up,
then click the "Yes" button to clear logs (Figure 9-18).

CCProxy EE

[9} Are you sure to delete all the logs?

| Yes | | Mo

Figure 9-18

Export Excel: After clicking the "Export Excel" button, logs will be saved into the Log file
(Figure 9-19).
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9.5 Mail Page

E=3[Eol =<=
I\,_,/'”\._JI | « CCProxy » Log - | 4 | | Search Log ol
Organize » Include in library * Mew folder He 0O @
. . . @ .
data201305  log2013050  log2013050 | log2013051 | log2013051
13 7 & 3 3
Figure 9-19

1) On the main interface of CCProxy, click the "Options" button (Figure 9-20).

CCProxy

Copyright{C] 2000-201 2 Y oungzzoft

Figure 9-20
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2) In the pop up "Configuration" dialogue box, select "Mail" check box, then click the
"Advanced" button (Figure 9-21).

-

Configuration =
Prowy zenvices
<:II Praotocal Part

) [VHTTR/RTSP 808
b il SeCUE 8058
DMS FTP[web) 503
["1'web Cached Gapher 803
[ | Femate Dial-up SOCKS/MMg 1080
[] Avsta Startup FTP 1A
[ &ata Hide Telnet 23
(V| Part Map (7] Mews 13

Local P Address: [ At Detect [ i ] [l
[CINT Service pdvanced | | oKk | | Cancel |

Figure 9-21

If CCProxy is installed in the machine where mail server software is installed, please
uncheck "Mail" check box. Otherwise, Port 25 and Port 110 will have conflicts.

3) Inthe pop up "Advanced" dialogue box, click the "Mail" tab. The "Mail" interface is as

shown in ($&i%! RILEIGIAHE. ).
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[ Advanced @ﬁ

| Dialup I Cache I Cascading I Log | Mail | Metwaorks I Others|

SMTF For 25
’
POP3 Por 110

Arti Spam Check with RBL

oK || Ccancel

Figure 9-22

SMTP Port: Its default port is 25 which can be modified accordingly.

POP3 Port: Its default port is 110 which can be modified accordingly.

Anti Spam Check with RBL: After checking this check box, the build-in anti spam check
will be started.

9.6 Networks Page

1) On the main interface of CCProxy, click the "Options" button (Figure 9-23).
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CCProxy 7.3(Demo version only supports 3 users) = || B || £

® Ol O|lw & 4 L@

Stop Options | Account  Register  Meonitor Hide Help

CCProxy &1 A

Coperight[C) 2000-2012 *voungzzoft 1 ns0 135242

Figure 9-23

2) Inthe pop up "Configuration" dialogue box, click the "Advanced" button (Figure 9-24).

-~ )

Configuration EX
Prawy services
<:] Pratocol Part
= ZIHTTP/RTSP 08
7 Mail | Secure 808
7| DMS Z|FTPweb) 508
“Web Cached | Gopher |03
Remots Dial-up V| 50CKS/Ms 1080
Ao Startup JIFTP 2121
Auto Hide 7] Telwet 23
| Part Map El | Mews 113
Local |P Address: Auto Detect | - |
MNT Service I Advanced | | ] | | Cancel |
Figure 9-24
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3) Inthe pop up "Advanced" dialogue box, click the "Networks" tab (Figure 9-25).

Advanced =

| Dialup | Cache | Cascading | Log | Mail | Networks | Others |

Enable SOCKS4 Disable Extemal Users

Web Sites for On-ine Checking W YEN00 COM WYY iG] Com Wi
Socket ldle Disconnect Minutes 50
Server Bind IP Address 0.0.0.0 -

[] Enable Multiple IPs Outgaing

[] Add Cliert IP in HTTP Header

Limit Multiple Login with Usemame

0K || Cancel

Figure 9-25
Enable SOCKS4: Whether enable SOCKS4 or not.

Disable External Users: Whether disable external users to use CCProxy or not. For the
sake of security, it is advised to select the "Disable External Users" check box.

Web Sites for On-line Checking: To check whether the server could connect to the
configured websites which could be modified accordingly or not.

Socket Idle Disconnect Minutes: To decide after the Internet has been left unused for
how many minutes, CCProxy would disconnect automatically.

Server Bind IP Address: If there are multiple IPs in the server, you could select an IP
address to bind with the server in the combo box.

Enable Multiple IPs Outgoing: Please refer to "Enable Multiple IPs Outgoing" for more
details.

Add Client IP in HTTP Header: Whether add the IP of clients to HTTP header.
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Limit Multiple Login with Username: Please refer to "Limit Multiple Login with
Username" for more details.
9-1

9.7 Others Page

9.7.1 Remote Admin

Assume the IP address of the server is 192.168.1.147.

"Remote Admin" is designed for administrators to conduct simple account management
via browsers, without logging in servers. The username is "Admin" and its password could
be configured in "Admin Password" edit box.

1) After clicking the "Others" tab, select the "Enable Remote Admin" check box. The
default port of "Admin Port" is 88 which could be modified accordingly. Type
password in "Admin Password" edit box, then click the "OK" button (Figure 9-26).

Advanced [ 3|

| Dialp I Cache I Cascading I Log I Mail I Metworks | Others

i Language [ English - ]
Enable Remate Admin Admin Port ag
Admin Password e
[ Password Protection Meed Password When Starttup
Auto update

[ ok || cancel

Figure 9-26

2) Type "http://192.168.1.147:88" in the address bar of browsers to open the remotely
login window; please type the username and password (Figure 9-27).
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[ Windows Securty

The server 1921681 147 at CCProxy Authorization requires a username
and pazsword.

Warning: This server is requesting that your username and password ke
sent in an insecure manner (basic authentication without a secure

connection).

| |Admin |

[7] Remember my credentials

[ oK || Cancel

Figure 9-27

3) Remote admin window is as (Figure 9-28).

1€ CCProxy Account Manager - == =
File Edit Wiew Favorites Tools Help
@uv (] httpy//192168..147:88/account ~| &[4 ] x |[B coogretz= £ ~|
Jp Favorites | 5 ] FITTEERE - [T B (] BURs @) [T B @) [5) B @) (5 B ) (5] B (6) 2
|@CCProxyAccountManager ! | % v B [ o v Pagew Safetyv Tookw @v
CCProxy Account Manager
| Username [Enabled| Password | IPAddress | MAC Address |ConnectionsBandwidth Auto disable at |
(A ] @ |D ] ] [ = -1 | [ 20120518 154008 |
(T | T @ (& [ 1s21e123 | 3 ||o|= [0|[E] zo1z0508 | tEmzas
(&) ) useroae ® (B & ez | 0|7 |[ meeme | wews |
Admin Password 123 " [Medify | [[Refresh | [ Logout |
Total connections in accountTotal users in account - 3/2
Total connections online/Total users online - 0/0
Total bandwidth - 0
Server Time: 2013-05-16 15:40:05
‘ i | b
€ Internet | Protected Mode: Off ‘g v W100% ~
Figure 9-28

9.7.2 Password

Need password or not when startup or make settings in CCPrxoy (Figure 9-29).
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Advanced | 53 |
| Dialp I Cache I Cascading I Log I Mail I Metworks | Others
iﬁ'?ﬁ Language | Englsh v
Enable Remate Admin Admin Port ag
Admin Password e
Password Protection Meed Password When Starttup
Auto update
OK || Ccancel
Figure 9-29

Password Protection: If you select the "Password Protection" check box only, when make
settings for CCProxy, you need to input password.

Need Password When Startup: If you want to enable it, please select "Password
Protection” first.

Notes: Password here is the same with remote admin password.

9.7.3 Auto update

CCProxy will update automatically or not.
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10 Monitor and Log

1) Click the "Monitor" button on the main interface of CCProxy.
2) The pop up "Connection information" dialogue box shows the information of clients
using the Internet (Figure 10-1).

-~ )

Connection information o || = || R
]
w==| Current Connection [nfarmalion Conneclions: 1 zem: 1

Log Account | P

Time Jzer Mame  |P Addres: Action +

103608 User-001 1321681112 GET hitp:/did wlimg. comdifad-B8Mwk...
103608 User-0M 1321681112 GET hitp: A2 wlirmg. comi/gnbDFACp. .
103608 User-001 1321681112 GET hitp: /41 wlimg. comdiAHFEE2WL. ..
104742 User-001 1321621112 COMMZCT Ihd. googleussrcontart. co...
104743 User-0M 1321681112 GET htp: AT i, comdud18dk TgDr. .
104743 User-0M 1321681112 GET hitp:/dz ptmg. comeptzdimabinde. .
104743 User-0M 1321681112 GET hitp:/dz ptmg. comeptzdimabinde. .
104745 Uzer-0M 1321681112 GET hetpe e youtube, comrouT ..
104740 User-001 1221001112 GCT hetp:/dad. doubleclick. et /HA0G. . =
104746 Uzer-0M 1321681112 GET hitpe = ptmg. comaytzAzbindee.
104746 User-0M 1321681112 GET hitp://pagead? googlesyndicat...

104748 User-0M 1321681112 GET hitp:/fosi getatic. comdcel M=%, -
[] 5tap Sl Send Message] I Fow Stats I I Open Logs I I Clear Logs I I Cloze
Figure 10-1
10.1 Log

Click the "Log" tab, the logs will be sorted chronologically. If you want to check some
certain account's information, you could click the "Account" or "IP" tabs (Figure 10-2).
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Connection information o || B[R
]
w==| Current Connection [nfarmalion Conneclions: 1 zem: 1

Log Account | P

Time Jzer Mame  |P Addres: Action +

103602 | User-001 1321681112 GET hitp:/did wlimg. comdifad-B8Mwk...
103608 | User-0M 1321681112 GET hitp: A2 wlirmg. comi/gnbDFACp. .
103602 | User-001 1321681112 GET hitp: /41 wlimg. comdiAHFEE2WL. ..
104742 | User-001 1321621112 COMMZCT Ihd. googleussrcontart. co...
104743 | Uzer-0M 1321681112 GET htp: AT i, comdud18dk TgDr. .
104743 | Uzer-0M 1321681112 GET hitp:/dz ptmg. comeptzdimabinde. .
104743 | Uzer-0M 1321681112 GET hitp:/dz ptmg. comeptzdimabinde. .
104745 | User-0M 1321681112 GET hetpe e youtube, comrouT ..
1047406 | User-001 1221001112 GCT hetp:/dad. doubleclick. et /HA0G. . =
104746 | Uzer-0M 1321681112 GET hitpe = ptmg. comaytzAzbindee.
104746 | User-0M 1321681112 GET hitp://pagead? googlesyndicat...
104748 | User-0M 1321681112 GET hitp:/fosi getatic. comdcel M=%,

1

[] 5tap Sl Send Message] [ Fow Stats ] [ Open Logs ] [ Clear Logs ] [ Cloze

Figure 10-2

10.2 Account

Click the "Account" tab to show the user name, IP address, connections, bandwidth and
bytes (Figure 10-3).
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i

Connection information El
w==| Current Connection [nfarmalion Conneclions: 0 Jzem: 0
Log Account | |p
Jzer Mame  |P Acdress Connections B andwidth Bytes
UserO01 (19271881112 [ o] 0] BO57K.
|Jzer-002 192.168.1.233 041 1]
|Jzer-003 192.168.1.123 041 1]
[] 5tap Sl Send Message] [ Fow Stats ] [ Open Logs ] [ Clear Logs ] [ Cloze J
Figure 10-3

Click the "IP" tab to show the IP address and connections of the active clients (Figure

10-4).
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i )

Connection information = @
Current Connection [nformalion Conneclions: 1 zem: 1
P
IF Address Connections Usename
192168.1.112 1 Uge-0M
[ 5top Scrol Send Message] [ Fow Stats ] [ Upen Logs ] [ Llear Logs ] [ Lloze
Figure 10-4

10.4 Flow Stats

1) Click the "Flow Stats" button.
2) The pop up "Network Traffic Statistics" dialogue box will show the total usage of traffic
of all the clients (Figure 10-5).
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Metwork Traffic Statistics

| &2 |
Account Metwark, Traffic
IJzer-00 5 i
e -002 0Ok
[Jzer-003 Ok
Figure 10-5

10.5 Open Logs
10.5.1 The "Open Logs" Button

Click the "Open Logs" button, logs will be open as a txt file, recording all the browsed
information of clients (Figure 10-6).
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File Edit Format Wiew Help

0000036 -
192, 168.1.112 - User—001 [23/May/2013:10:33:53 +0800] "GET

http:/ fwwmr, youtube. comfresul te9search_querv=ccproxy HTTR/A1. 07 200 103641 L
."HTTP.” L -—
192.168.1.112 - User—001 [23/May/2013:10:33:57 +0800] “GET

http://s. vtimg. com/vts/csshin/mm-resul ts—vEf1BHGHW]. cs5 HITP/1. 0% 200 40982
JIHTTPJI EL

192, 168.1.112 - User—001 [23May/2013:10:33:57 +0300] “GET
Hztp:ffil.ytimg.com/viqueEOBwTaJIthdefault.jpg HITP/1. 07 200 13279 “HITP”

192, 168.1.112 - User-001 [23/May/2013:10:33:57 +0800] “GET

http:/ /il vtimg. com/A S0 JPAF0AIbE madefault. jpg HITE/1. 0% 200 2343 “HTTR™ *~
192.168.1.112 - User-001 [23/May/2013:10:33:58 +0800] “GET

http:/ /i3, vtimg. com/vibFzzquol fod/mqdefault. jpg HITEA1. 07 200 8256 “HTTR™ ™
192, 168,1.112 - User-001 [23/May/2013:10:33:5%8 +0800] “GET
Eztp:ffiz.ytimg.com/vimeD4HAK68foquefault.jpg HITP/1. 07 200 10349 “HITP”
192.168.1.112 - User—001 [25/May/2013:10:33:58 +0800] "GET

http: /A%, vtimg. com/ /EIKRT4s1PTR mqdefaul t. jpg HTTE/. 0% 200 2143 “HTTR" *
192, 168.1.112 - User-001 [23/May/2013+10:33:88 +0800] “GET

http://il. ytimg. com/vi/PRCTVIb11Z4/madefaul t. jpg HITP/L. 0” 200 10858 “HTTP”

Figure 10-6

The indication of each field is as follows:

192.168.1.112-User-001[23/May/2013:10:33:53+0800]"GET
http://www.youtube.com/results?search_query=ccproxy HTTP/1.0" 200 103641 "HTTP"

192.168.1.112: The IP address of the client

User-001: The user name of the client

[23/May/2013:10:33:53+0800] : Date, time and time zone when browsing

"GET http://www.youtube.com/results?search_query=ccproxy HTTP/1.0": The visited
website by the client

® 200: Status

® 103641: Client's transmittal bytes

® "HTTP": Protocol used by the client

10.5.2 Configure the Information to Be Displayed in Logs

In the "Advanced" dialogue box, click the "Log" tab to choose the information type that will
be displayed in logs (Figure 10-7).

79



CCProxy — Proxy Server Software for Windows http://www.youngzsoft.net/ccproxy/

"y

Advanced &3

| Dialup I Cache I Cascading | Log | Mail I Metwaorks I Others|

i CCProogy can log every user’s information. Please
m DOMT intercept user's mail without his/her pemission.

[¥] 5ave Logs to File 0 MCCProsge™ Log [Z]
Log Session Selection
[ [7] Request URL Picture Info Web Title Info |
Madmum Lines 10000 Mew Log Daity
Fow Stats Time Interval{m) 10 Enable Flow Stats
Flow Stats ] [ Open Logs ] [ Clear Logs ] [ Export Excel ]
| ok || cancel |
Figure 10-7

Log Session Selection

"Request URL", "Picture Info" and "Web Title Info" respectively decide whether the visited
URL, picture information and web title information will display in logs or not.

It will be embodied concretely in logs as follows (Figure 10-8):
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| 10920130523 6t - Notepad [ [ [z
File Edit Format View Help
100110711 -

EEZ. 168.1.112 - User—001 [23/May/2013:10:33:53 +0800] “GET http://wwmr. youtube. com/results? @)
arch auerv=ceprogy HITE/1, 07 200 103641 “HTTR” “~

192.168.1.112 - User-001 [23/May/2013:10:33:57 +0800] “GET http://s. vtimz. com/vts/cssbinfmm—resul ts—
wf]16HAuT, ege HITPA1, 07 200 40923 "HITE” “”

92.168.1.112 - User-001 [23/May/2013:10:33:57 +0800] “GET http://il.ytimg. com/vi/q0e608wTa]l hqdefault. jpg |

TP/1. 07 200 13279 "HTTE” *~ 2,
182, 168.1. 112 - User-001 [23/Hay/2013 10:33:57 +0800] “GET http://il.vtime. com/vi/tGJP4f0A1bS /madefanlt. jpe
HITP/1.0" 200 8843 “HTTP”

192.168.1. 112 - User-001 [23/May/2013:10:33:58 +0800] “GET http://i3. vtimg. com/vi/bFzzquol fmd/mqdefault. jpg
HITF/1. 0" 200 8256 "HTTP” *~

192.168.1.112 - Uzer-001 [23/Ha1;/2013 10:33:58 +0800] “GET http://12. vtimg. com/vi MmodHAKER T /madefault. jpg
HITP/1.0” 200 10349 “HITP”

192.168.1.112 — User—001 [23/May/2013:10:33:58 +0800] “GET http://iZ. ytimg. com/vi/E3kRT4s1PTQ/madefault. jpg
HITF/1. 0" 200 8193 "HTTR™ "

192.168.1. 112 - User-001 [23/]5'[&}1/2013 10:33:58 +0800] “GET http://il.vtime. com/vi/PECIVIb1iZd/madefault. jpe
HITE/1, 0" 200 10858 “HITP

192.168.1. 112 - User-001 [23/May/2013:10:33:59 +0800] "GET http://csi.egstatic. comfcsi?
v=2ks=voutubefactlonTresul talvt_spf=08e=9114128t 1i1= 0&81'K4CdUZCquSL?AG11YG4Aw&yt lt=warmbrt=ct. 1063, js_h
sad, 1297, js_foot, 1453, ol. 2297, aft, 2297&it=st. 84 HTTP/L. 0" 200 293 "HITP” "~

192.168.1. 112 - User-001 |_23/Hay 2013:10:34:02 +0800] "GET http://id. ytimg. com/i/K7tptUDHh-RYDsd=z01-

500/1. jpg HTTP/1. 0" 200 2557 "HITR” ”

192.168.1.112 = User-001 [23/May/2013:10:36:04 +0800] “GET

http://ad. doubleclick. net,/N4061/adi/com. ythome/_default; sz=970x250; tile=1;plat=pc; do_dedup=1; kbsg=HPUS13052
2. ker=us;kga=-1;kee=-1;kle=en; kmvd=ad_creative_l;ord=T17266152871236%7 HITP/1. 0" 200 12195 "HITR” ””
192.168.1.112 - User—001 [23/May,/2013:10:36:04 +0800] “GET http://wmw. youtube. com/ HITP/1.0” 200 131144

m

Figure 10-8

10.6 Other Related Functions

i )

Connection information — @

Current Cornection Infarmalion Conneclions: 0 Users: 0

Log Account | P

Time Jzer Mame  |P Addres: Action ar

103605 User-001 1321681112 GET hitp:#4i2. mimg. comdi/qnbDFdCp. ..
103608 User-001 1321681112 GET hitp: /41 wlimg. comdiAHFEE2WL. ..
104742 User-001 1321681112 COMMZCT hd. googleusercontert. co...
104743 User-0M 1321681112 GET htp: AT i, comdud18dk TgDr. .
104743 User-0M 1321681112 GET hitp:/dz ptmg. comeptzdimabinde. .
THa545  User-UN 1421681112 EE 1 hitped 2z pbmg. comeybeAimgbnsde. ..
104745 Uzer-0M 1321681112 GET hetpe e youtube, comrouT ..
104748 User-001 1321621112 GET hitp: /fad doubleclick. net /MA0E.
104746 Uzer-0M 1321681112 GET hitpe = ptmg. comaytzAzbindee.
104746 Uzer-0M 1321681112 GET hitp://pagead? googlesyndicati...
104748 User-0M 1321681112 GET hitp:/fosi getatic. comdcel M=%,

m

104874 Uger-0M 1321681112 GET hetp /AT wlirng. comdi/d0m P pP. . -
Stop Scrol Send Messagel | Fow Stats | | Open Logs | | Clear Logs | [ Cloze
Figure 10-9

Stop Scroll: Select it to stop scroll, because we cannot see logs clearly if they update too
frequently.
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Send Message: Send message to a specific client on the proxy server.

Clear Logs: Clear all the log files.
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11 CCProxy Online Monitor

We will explain the monitor function of CCProxy in this section. CCProxy provides a tool
for administrator to monitor clients' Internet activities.

You can click the "Monitor" button or double click the green grids on the main interface to
open the monitor dialog box.

Connections: to display the amount of online connections.

Users: to display the number of online accounts.

On the monitor dialog box, you will find three tabs that are Log, Account and IP.

The log tab is used to display the clients' Internet access logs.

The account tab is used to display the account's online information including connections,
bandwidth and bandwidth usage.

IP tab is used to display the online information of each IP address such as connections
and account name.

Send Message: to send messages to the clients.

Note: This function requires both the clients and the server to have started the
"Messenger" service. To do this, select "Control Panel -> Administrator Tools -> Services",
and start "Messenger". This function is only supported in NT/XP/2003.

Flow Status: to display the bandwidth usage of each user.
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12 Contact

support@youngzsoft.net

Please read the FAQ and email to us if you have additional questions or problems.
sales@youngzsoft.net

Currently our products are only distributed on the Internet. If you are interested in
exchanging links with us, or would like to help us with physical distribution, promotion in
software compilations, or business cooperation, kindly let us know! We are open to
various levels of cooperation.

Homepage: http://www.youngzsoft.net/ccproxy/

How to Purchase: http://www.youngzsoft.net/ccproxy/purchase.htm
FAQs: http://www.youngzsoft.net/ccproxy/fag.htm

Feedback: http://www.youngzsoft.net/ccproxy/contact.htm
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